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Appendix 4b
Day 1 – Digital Competences
Nowadays, you may encounter more modern teaching methods that combine the traditional face-to-face form of teaching with teaching via the Internet (online) and the ideal software that is adapted to work easily and quickly in the digital domain. The most common system you will encounter in the online world is the so-called LMS (Learning Management System). 
What are the necessities when you want to learn online? 
Students need basic computer skills to successfully complete a combined degree. Basic skills include turning on the computer, basic knowledge of the operating system, familiarity with native applications, and the ability to use hardware components at least partially (mouse, keyboard, microphone, webcam).
Today we have a variety of operating systems (hereafter referred to as OS). The flagships include - Windows, macOS and Linux. In order to use an OS we must have a computer ideally suited to work in that particular OS. 
Windows
We can find a variety of desktops and laptops in the market that have Windows operating system. But what to look out for and what will be the key for us to choose the right computer? 
We can divide computers into several groups. Home computers, office computers and gaming computers. 
In our case, we will be interested in the home computers group. If we go out for a new computer, we need to look primarily at whether the computer is equipped with an SSD drive and at least 4GB of RAM. While the other components are also important, these components are the most important for the OS to run properly. 
Windows 10 / 11
The most widely used operating system today is Windows 10 and its successor Windows 11. So, what are the recommended components (HW) for ideal use of the OS?
- Processor (CPU) - 2 GHz, dual core and above. 
- Operating memory (RAM) - 4 GB and above.
- Storage (HDD/SSD) - Ideally 120 GB SSD and above. 
MacOS
Another very common and popular operating system is MacOS, which comes pre-installed on all Apple computers and unlike MS Windows, is free for all MacOS users. However, we must take into account that brand and quality come at a price. Thus, we would buy a computer or laptop with very similar parameters (components) from Apple for a few tens of percent more. 
However, it is known that if we had no experience with a computer, it is easier to start with the MacOS operating system. Working with it is very intuitive, simple and also secure. 
MacOS 13
The latest version that we can get now is macOS 13. Unlike the Windows operating system, here we don't have to completely deal with the components of the computer, but rather the year of manufacture and the model of the computer. All information and available computers for the latest updates can be found at this link: https://support.apple.com/en-us/HT211238.
Linux
Among the latest widespread systems is the Linux operating system. However, this operating system is not well known among computer beginners. Though the operating system is completely free, and we can install it on any hardware, but we must ideally be equipped with the knowledge of OS installation and basic computer setup.
Ability to communicate digitally
In a blended learning program, students must be able to communicate via email or some sort of chat. This is preceded by another step, namely the ability to set up a personal profile for the appropriate platform. The cornerstone for registrations on almost all portals is email. Thus, our first step will be to create a personal email address. Here we will need to come up with an alias - our username and password. 
A name for the email address - here we will ideally use our first and last name, if the address is already taken, we will use a numeral after the name, or make up a nickname.    
Example: jmeno.prijmeni@email.com
Password - Nowadays we may encounter so-called malware that will try to crack our password. However, there is nothing to worry about if we choose a strong password. A strong password should contain at least one capital letter, a number, and a character. We can make this password stronger if we use a string longer than eight characters.
Example: P@ssw0rd159!
It is also important to remember the login information so that we can use it more than once to log in to our email account. It is also important to change your passwords and not give yourself the same password on all portals. 
Once we are either in an email inbox or on a portal where we can communicate with other people, it is necessary to analyse the environment and learn how to use it.
The ability to create, read and edit documents
Blended learning students must have a basic understanding of how digital documents work and be able to create digital documents, specifically Word documents or Google docs.
First and foremost, students should know the basic functions of word processing software - how to open and write a Word document, edit text, text size and colour. Then know how to save and export the document in different formats. 
Working with created/downloaded documents 
Working with digital documents is essential for students in blended learning. The student needs to know the basic movements in the OS environment and understand how saving to a local hard drive works. 
Example: We have the Windows operating system installed on our hard drive. The disk is a hardware component, but we can use it not only for booting the OS, but also for storing files. The most common name for the Windows operating system is the disk (C:), and the name and label of the disk can be found in the file explorer - this computer. After clicking the disk, we can find countless folders and nested subfolders. Among the folders there is also your personal profile, under which there are automatically created folders (documents, downloads, pictures, videos).
Working with the Internet and its use in learning 
The ability to use the internet to support learning is crucial in blended learning. It is important for students in this course to understand that the internet can make learning anything possible. Today, there are a variety of LMSs, YouTube tutorials, recipes, and guides on the internet to help you achieve a given outcome. 
Certainly, students' basic skills must include deciphering whether they are connected to the internet, not only on a computer, but nowadays also on smartphones. Know their home network (name and password) and be able to restart the modem if necessary. 
Once the student is on the internet, ideally knowing that he is connected to the internet, he can start using a web browser. 
There are several web browsers, the world's most popular being Google Chrome, which is connected to all Google applications. At the Google, we can also find one very widespread product - the Internet search engine (Google), which is important for working with the Internet, namely for searching and verifying information. 
Internet safety 
Participation in the blended learning course requires students to be able to protect their personal information when working with digital devices. Students must be able to explain how their personal information can be protected.
Thus, ideally using some sort of encryption application where we will have one complex password with which to connect to the application and then a local database of passwords that we will use anywhere on the Internet. 
The student also needs to understand that security should be a key concern and before clicking on anything, they need to read the attached information of the application. This will greatly reduce the risk of the computer being infected with a virus or malware. 
In a combined course, the student should know what the word virus means and how to protect against it. There are several antivirus solutions and VPN connections. However, the safest thing to do is not to open anything on a website or email if the content seems strange or fraudulent at first glance.
Example: an email arrives in my inbox telling me to log into my online banking. First, I need to check that the web address (hereafter referred to as the URL) is indeed correct and that there is no typo. 
Using video conferencing tools
Video conferencing tools such as Teams, Zoom and Google meets are key tools in blended learning courses, which means that participants in such a course must be able to use these tools.
The first and important step to successfully using videoconferencing tools is to log in to a specific application that will connect us to other participants in each call.
Students must know how to communicate properly online and follow the basic rules. That is, to know how to turn off/on the microphone and camera, log into the meeting, or log out. And last but not least, know how to share screen content. 
Conclusion 
A student of combined studies must have a basic understanding of digital technologies. Know the basics of using a specific operating system and be able to troubleshoot basic problems that might appear over time while using a computer. 
The student should solve things in a calm manner. For computers with Windows operating system, it is always a good idea to turn off the computer when finished working. If the computer gets stuck, the user should know how to restart the computer.
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